RECORDS AND INFORMATION MANAGEMENT

GETTING IT
RIGHT FROM
THE START
THE BASICS OF RECORDS RETENTION SCHEDULES

INTRODUCTION

A QUICK GUIDE TO HELP YOU
PLAN, CREATE AND MANAGE
RETENTION SCHEDULES FOR
YOUR BUSINESS.
Successful records and information management
lets you plan, organize and take control of your
organization’s physical and digital records from
creation, through active use to secure destruction,
permanent storage or designation as big data.
Your records retention schedule is the cornerstone
of good records management. It is an important
step not only in achieving compliance, but also in
controlling costs and ensuring your information is
available when it’s needed — regardless of where it
is located.
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YOUR PEOPLE NEED
INFORMATION FAST
WHAT IS A RECORDS
RETENTION SCHEDULE?
Your records retention schedule is a policy that
defines your organization’s legal and compliance
requirements to ensure your records are:
> Accessible with proper identification
> Kept as long as legally and
operationally necessary
> Disposed of when they reach the end of their
retention period by authorized individuals
An authorized retention schedule serves as your
universal guide for the retention and disposition
of records. It is supported by your Records and
Information Management Policy: an overarching
document that describes the proper management of
paper and electronic records from creation through
to disposition.

credibility of your schedule, consider seeking help
from an external expert with access to relevant rules
and regulations for your industry. Retention periods
as requirements vary depending on your locality,
country and business operations. Gaining buy-in
from your legal, compliance, business unit teams and
functions across your enterprise will help achieve
organization-wide acceptance. Having and applying
a policy is evidence of good faith and reasonableness
— an important factor during litigation, audits or
investigations.

WHAT ARE THE ADVANTAGES OF
A RETENTION SCHEDULE?
Achieving legal and regulatory compliance is
paramount, a well-managed schedule also lets you:
> Reduce the records you store and save on space
> Reduce costs associated with litigation
> Mitigate exposures from data breaches

WHY IS A RECORDS RETENTION
SCHEDULE IMPORTANT?
Your schedule will capture all the different records
created and used in your organization, regardless of
format, and indicate how long each class of record
must be retained to meet legal, regulatory, and
operational requirements. To ensure the legality and

> Control the volume of records
> Improve the speed and accuracy
of records retrieval
> Facilitate access to valuable information.

JUST 29% OF EUROPEAN AND 21% OF NORTH
AMERICAN ENTERPRISE BUSINESSES MONITOR
THEIR TRAINING PROGRAMS T O ASSESS
HOW EFFECTIVE THEY ARE IN PRACTICE.
Beyond good intentions, The need to move from intention to action to manage information risk.
A PwC report in conjunction with Iron Mountain
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QUICKLY INFORMED
CUSTOMERS COME BACK
WHERE DO YOU START?
Records and information management begins with knowing what records
you create and receive in your business units. Once you know what you have,
your next step will be to arrange your records by function, class and type. For
example:
> Record function: accounting
> Record class: accounts payable/accounts receivable
> Record type: cash disbursement reports.
Within functions, records are grouped into classes based on similar business
processes and comparable legal and operational retention requirements. The
more distinctions among classes the better a user or a technology will be able
to classify a record properly. The prevailing rule is between 50 – 100 classes
per schedule. But this depends on the complexity of your business. A retention
period or rule is then associated with each record class.
If you don’t want to start from scratch, external teams can help you accelerate
the process of creating your classification scheme and supporting legal
research to create your unique records retention schedule.

WHAT IS A RETENTION PERIOD?
A retention period is typically expressed in the number of years a record must
be kept from its date of creation, or it could be contingent on an event such as
the termination of a contract or the conclusion of a project. There may also be
classes of records that are kept indefinitely based on their high value, such as
articles of incorporation or intellectual property.
Retention periods are determined by research into regional, national and
local laws as well as regulations in the jurisdictions where you do business.
Together, these determine a base-line mandatory time requirement. It
some instances, a record may also have a period of liability or a statute of
limitations. The retention period can be extended – never shortened – to
reflect the operational requirements of the business. It is good policy to
document why a retention period is extended to both defend your reasoning
and to discourage a natural tendency to want to keep things longer just in
case. And, having easy access to the actual citations used in setting the legal
requirement is advantageous for your legal and compliance teams.
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HOW DOES YOUR RETENTION SCHEDULE WORK?
Publish your retention schedule so employees can find it easily. A dedicated company intranet site
with search and browse capabilities is a good mechanism. People can use the schedule to assign
rules to their content. The rules can also be passed to applications that house records. Your records
management systems – paper or electronic – can then combine the retention schedule with the date
of the record to calculate eligible disposition dates.

HOW OFTEN DOES A RETENTION SCHEDULE NEED TO BE REVIEWED?
A retention schedule is dynamic. Retention periods can change when laws and regulations are
updated and so can the information your business creates and receives, especially if you experience a
merger, acquisition or divestiture. If you do not subscribe to a service that pushes changes to you as
they happen, which is the ideal scenario, then make sure that you review your schedule every 18-24
months to determine the impact of any legal or business changes.

WHAT DOES SUCCESS LOOK LIKE?
Make records and information management awareness a priority for employees, contractors, and
vendors who are responsible for your information. Educate and communicate as frequently as
possible. Make sure that your retention schedule includes records in all formats, from all jurisdictions
and business units across the globe.
Collaborate with your IT, compliance, risk, legal, and business units to understand their concerns
about effective information management. And finally, use metrics to provide evidence that action is
being taken to manage information according to your policy, including final disposition.

LOOKING FOR MORE GUIDANCE?
To help you develop and maintain your retention schedule, Iron Mountain® Policy Center offers
a subscription-based international retention research solution. Subscribe to it, and you’ll receive
high-quality research from top retention experts when you create your schedule and when changes
happen. The information is carefully reviewed by our in-house legal team and delivered to you through
a user-friendly online interface. We offer a seamless, integrated system for the management of
records classes and underlying sources (legal or other requirements).
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800.899.IRON | IRONMOUNTAIN.COM

ABOUT IRON MOUNTAIN
Iron Mountain Incorporated (NYSE: IRM), founded in 1951, is the global leader for storage and information management services. Trusted by more
than 220,000 organizations around the world, and with a real estate network of more than 85 million square feet across more than 1,400 facilities
in over 50 countries, Iron Mountain stores and protects billions of information assets, including critical business information, highly sensitive data,
and cultural and historical artifacts. Providing solutions that include secure storage, information management, digital transformation, secure
destruction, as well as data centers, art storage and logistics, and cloud services, Iron Mountain helps organizations to lower cost and risk, comply
with regulations, recover from disaster, and enable a more digital way of working. Visit www.ironmountain.com for more information.
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