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The need for businesses to apply a strategic, comprehensive
and unified approach to managing their physical and electronic
records has never been more critical.
Introduction
On the one hand, companies are creating more business records than ever:
The number of electronic files is more than doubling every two years. And a
massive amount of those files – more than 90% – are coming from the type of
unstructured data created through digital phenomena such as social media,
e-mail, unified communications and collaborative tools such as SharePoint. 1
At the same time, physical documents aren’t going away: According to a survey
conducted by AIIM, more than 50% of respondents said that paper was not
decreasing, and 27% said it was actually increasing.
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This growing volume of data brings significant additional risks for companies
that don’t take a unified approach to records management. Failure to produce
records in a timely manner can result in regulatory compliance violations and an
inability to respond to eDiscovery requirements. Loss of vital records to theft,
disaster, attack or other catastrophic events could financially cripple an organization or even put it out of business. And retaining records for too long a period
– or deleting them too soon – could lead to massive judgments in civil litigation.
In short, the potential penalties for failing to adopt a comprehensive and unified
approach to records management can far exceed the costs of putting a strategic
plan in place. And that’s not even taking into account the peace of mind that
comes through knowing that your records are safe and secure and being
managed according to widely recognized industry best practices.
1 Extracting Value from Chaos, IDC, June 2011
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Capture and Business Process: Drivers and Experiences of Content-Driven Processes, AIIM, Dec. 2, 2010
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“In a recent survey
by Iron Mountain,
more than 45
percent of records
management
professionals said
they were unaware
that they are
legally liable for
their social media
content.”— S

Getting Records Management Under Control
For many organizations, the challenge isn’t recognizing the need to get records
management under control. Rather, it’s not knowing what “under control” looks
like and how to get there. According to research from Iron Mountain, 94% of
companies said they intended to apply more budget and resources to record
management, and 80% said they have formal policies in place for records and
information management (RIM). Yet less than 30% of the same respondents
said they have a strategic multiyear plan for RIM, and less than 40% said they
are able to consistently apply policies.
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What are the major pain points that IT, RIM and compliance officers are feeling
around records management? Here are some of the key questions organizations
might be asking themselves:
• We realize we are going digital, but in the meantime, what do we do with all
of this paper?
• How do we get people to realize that policies need to apply to electronic
records and physical records and should be consistently applied to both?
• SharePoint and social media are exploding – how do we get that under
control?
• The organization has received another hold request – how can we ensure
that we can get to our paper and digital information in time?
Closing the Gap
Clearly, there is a gap between how companies would like to manage their
electronic and physical records and what is actually taking place. And that gap
can be a costly one. Only 9% of companies are adopting consistent
best-practice policies enterprise-wide, which makes them increasingly
vulnerable to noncompliance, reputation damage and real costs: 63% of
companies have reported experiencing a trigger event that has cost them
money.
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And sometimes the costs can be hidden. With an average cost of

$500,000 for eDiscovery, many organizations choose to settle litigation rather
than go through a costly discovery process.
There is a good reason why there is a wide gap between good intentions and
actual results: Records management is hard and getting even harder in this
digital era, with new types of formats – such as social media and SharePoint –
and the creation of documents on a wider variety of devices at a wider range of
locations. What are some of the typical complexities confronting organizations
today?

3 A View into Unified Records Management: Iron Mountain Compliance Benchmark Report, August 2012
4 Ibid
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• Paper records are stored on-site and across multiple
facilities and geographies – often without effective
classification
• Paper records are stored off-site with one or more
third-party vendors
• Electronic records are everywhere and in too many
formats to grasp – applications, file shares, SharePoint,
tape, desktops and the cloud
• No single consistent policy has been defined and
applied to all of these records
Five Best Practices for Records
Management
One of the first steps toward getting your records
management under control is to develop an understanding
of industry-accepted best practices in records
management, and then do an assessment of your
organization and how well it complies. Here are what best
practices in unified records management should look like:
.1. Policies and Procedures: The organization
should develop and roll out an overarching
RIM program with a formal policy that covers
such key aspects as governance, communication, implementation and regular training. It
is important that these policies reflect all
business transactions – regardless of media
type – and state how long specific records
should be retained before they are destroyed.
2. Retention: Define a multiyear RIM road map and
timeline; identify all physical and electronic
records – including e-mail, instant messages,
social media and SharePoint applications –
and their specific locations and retention
models; apply retention to critical records,
in high-risk areas first, and then address
distributed records in both physical and
electronic formats; and commit to updating
your retention schedule every 12 to 18
months, including consideration of new media
types, geographies and business units.
3. Index and Access: A best-practices approach
should cover all record types, with
consideration for factors such as the
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likelihood of a record being requested,
priority of record content, and speed and
cost to produce the record. It is important to
build these best practices on a defined record classification scheme – also known as a
taxonomy or file plan – incorporating standard parameters, such as record class code,
business function and creator. Best practices
for access include defining who owns a group
or profile of records and designating access
rights for each record as a means of controlling access to confidential information.
4. Privacy and Disposal: Best practices include
an accurate classification of records that
links to retention policies, well-defined
security and authorization levels and secure
processes
for destroying records, including a
2
documented chain of custody and certificate
of destruction. In addition, you should
undertake an enterprise-wide rollout that
begins with the records management team
maintaining administrative control of
content classification and includes employee
education along with ongoing assessment and
accountability for the confidentiality of
information as it is destroyed.
5. Audit and Accountability: A best-practicesbased RIM program should have clear and
established ownership and accountability.
The best way to achieve this is by establishing
a steering committee that includes a
compliance officer and risk-management
stakeholders from the legal, IT, finance and
other important departments. The RIM
program should have visibility, involvement
and support at the highest levels of the
organization, with processes in place for
periodic audits.
One note of warning: Achieving best practices in records
management often requires that the organization
overcome the cultural barriers that can often exist between all of the key executives and stakeholders who are
most invested and interested in records management: IT
decision-makers, RIM professionals, finance officers and

Leverage Records Management Best Practices to Optimize Microsoft Share Point 2010 Deployments, IDC, March 2012
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compliance officers. The most successful engagements in

RIM 360° is created on the SharePoint platform, leveraging

records management occur when all of the cross-

Iron Mountain’s industry-leading Accutrac software for

functional teams work together. It is then that they realize

physical records management in conjunction with the

that they are all facing similar issues and, if they work

Information Governance Suite developed by Iron Mountain

together, they can get all of the puzzle pieces to fit

partner Gimmal, a Microsoft Gold independent software

together much more simply and efficiently.s

vendor, which provides a full-featured records

Achieving Best Practices Through Unified
Records Management
So now that you know what best practices in records
management looks like, how to you go about achieving this
state of records nirvana, particularly in today’s rapidly
changing environment?
The answer is in taking a unified approach to records
management, where the organization can bring all of its
records – regardless of format or location – under a single
set of policies, procedures and management oversight.
The best way to build a cost-effective and future-proof
solution for unified records management is to work with
an expert partner that can you help understand and
implement the steps you can take to solve your record
management challenges.
In the case of unified records management, Iron Mountain
provides not only the vision, expertise and experience of
an industry leader, it offers an innovative technology
solution to your most challenging records management
problems through its Records and Information Management 360° Solution (RIM 360°). RIM 360° is a framework
to solve records management compliance problems
spanning physical and electronic records. By consulting
with prospects and clients, Iron Mountain helps to identify

management process inside SharePoint. RIM 360° helps to:
• Educate your company on what a successful plan
looks like
• Establish a starting point based on customer pain
• Prescribe a blueprint for how to get there
• Refine current strategies and develop new ones
Conclusion
Now is the time to get records management under control.
Information creation and retention are growing at a
staggering rate, and the longer you wait, the harder it will
be to go back and classify and tag all of your records. This
will increase your vulnerability to records management
snafus that can cost your company money, put it in
noncompliance or cause it to incur a civil judgment due
to an eDiscovery failure.
Fortunately, there are widely accepted industry best
practices for records management, all of which can be
achieved cost efficiently and easily through Iron
Mountain’s RIM 360° Solution. Part of the challenge is
recognizing the need for unified records management
and then getting your company’s key decision-makers on
board. Iron Mountain can help you expedite these
processes every step of the way and ultimately deploy the
RIM solution that’s right for your company.

specific RIM pain points and prescribes a company-specific
solution to address those pain points.
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